
Proceedings of the 20th International  
Symposium on the Packaging and  
Transportation of Radioactive Materials 
 
11-15 June 2023, Juan-les-Pins, France 

 

 

ENHANCED TRAINING ON SECURITY DURING THE TRANSPORT OF NUCLEAR AND 
OTHER RADIOACTIVE MATERIAL 

R.B. Pope 

Argonne National Laboratory,  
Lemont, IL 60439 

B. Craig 

Argonne National Laboratory,  
Lemont, IL 60439 

 
 

M. Breitinger 

Argonne National Laboratory,  
Lemont, IL 60439 

Y.Y. Liu 

Argonne National Laboratory,  
Lemont, IL 60439 

J.M. Shuler 

U.S. Department of Energy, 
Washington, D.C. 20585 

 

ABSTRACT 

Since 2013, Argonne National Laboratory (Argonne) has conducted week-long training courses on 
security during the transport of nuclear and other radioactive material. The courses have been convened 
annually at Argonne, except in 2020 and 2021 because of COVID-19. The objectives of the transport 
security courses are to help participants gain a working knowledge and understanding of U.S. and 
international requirements and recommendations for security during all modes of transport. While 
COVID-19 prevented travel, it also provided opportunities to explore electronic delivery platforms using 
advanced learning tools, including web-based apps for categorization of materials and transport security 
plans; geofencing and extended-reality scenarios for transport security and emergency response 
exercises; and interactive audience survey systems. These new tools will greatly enhance future training 
on security during the transport of nuclear and other radioactive material.  

INTRODUCTION 

The U.S. Department of Energy Packaging Certification Program, Office of Packaging and 
Transportation, Office of Environmental Management has sponsored a training course on security 
during transport of nuclear material (NM) and other radioactive material (RAM), conducted annually by 
Argonne National Laboratory since 2013. The original pilot course covered both international and U.S. 
domestic transport security; in later years, it was divided into two separate, week-long courses, 
designated as Nuclear and Other Radioactive Material Transport Security ï International, and Nuclear 
and Other Radioactive Material Transport Security ï U.S. Domestic. The objectives of these two courses 
are to help participants gain a detailed working knowledge and understanding of international and U.S. 
domestic requirements, recommendations, and guidelines for security during the transport of NM and 
other RAM by all modes of transport. More specifically, the International Transport security course      



addresses the recommendations and guidance from the International Atomic Energy Agency (IAEA) 
and the international regulatory requirements and recommendations from relevant international and 
regional modal transport organizations, whereas the U.S. domestic transport security course 
addresses the requirements of U.S. government agencies. Both courses provide guidance on how 
to develop transport security systems by following a graded approach and applying modern 
technologies; how to develop transport security plans (TSPs) that satisfy regulatory security 
requirements; how to apply rules of engagement for escort, guard force, and emergency response 
personnel; and how to communicate with stakeholders and the public during emergencies, among 
other topics. Both courses incorporate hands-on exercises involving TSPs, readiness reviews, and 
corrective actions; use of audience participation systems to enhance dialogue; and a field exercise 
using the ARG-US remote monitoring systems to track a mock shipment with ñstaged incidents.ò 
Both courses also make extensive use of tabletop exercises to facilitate learning through role-
playing, discussions, and group reports [1]. 
 
Because of COVID-19, the transport security courses were not convened at Argonne in 2020 and 
2021. While COVID-19 prevented travel, it also provided opportunities to explore electronic delivery 
platforms using advanced learning tools, including interactive audience survey systems and web-
based apps. The following sections provide a summary description of the technical basis for a web-
based app, called NM-TPT for Nuclear Material Transport Planning Tool, that automates 
categorization of materials for shipment and generates TSPs with security provisions satisfying all 
regulatory requirements. Other web-based apps used in the training courses include geofencing  
[2, 3] for the ARG-US TRAVELER, a system used in tracking and monitoring nuclear cargo 
conveyances [4] and extended virtual-reality scenarios for transport emergency response exercises 
[5, 6]. Experience in using the audience survey systems Slido and Poll-Everywhere in classes and 
exams is also briefly described.  

CATEGORIZATION OF NUCLEAR MATERIAL FOR SHIPMENT 

Figure 1 shows a decision chart on the determination of applicable RAM categorization and 
International Transport security provisions based on UN Model Regulations (UNMR) as applied via 
IMO, ICAO, IATA, ADR, ADN & RID, and the IAEA Nuclear Security Series (NSS)-9 Rev. 1 
Recommendations (15 March 2020). Figure 2 shows a decision chart on the determination of 
applicable NM categorization and International Transport security provisions based on the 
Convention on Physical Protection of Nuclear Materials (CPPNM) and its amendment, NSS-13, and 
26-G Recommendations (6 May 2020). 
 
The flow charts for RAM and NM categorization in Figs. 1 and 2, respectively, are complex and driven 
by applicable requirements and recommendations with multiple decision points (Q1 to Q10) to 
complete categorization by applying all applicable security provisions. Twelve summary tables of 
International Transport security provisions for RAMs, four (RAM-1 to RAM-4) based on the UNMR 
and eight (RAM-5 to RAM-12) based on IAEA NSS-9, are provided at various decision points in  
Fig. 1, whereas fourteen summary tablesðfive (CPPNM-1 to CPPNM-5) based on CPPNM and 
Amendment, eight (NM-1 to NM-8) based on INFCIRC/225/Rev.5 (IAEA NSS-13), and one (NM-9) 
based on IAEA NSS-26-Gðare provided for NMs at various decision points in Fig. 2. Each of these 
summary tables is followed by general and specific topics: for example, RAM-1 provides general 
security provisions specified in the UNMR for most RAM, transported by all modes; RAM-2 provides 
additional specific security provisions specified in UNMR for high-consequence RAM transported by 
all modes; RAM-3 provides additional, mode-specific security provisions specified in the UNMR for 
most RAM transported by road, rail, and inland waterway; and RAM-4 provides additional, subsidiary 
risks security provisions specified in the UNMR for high-consequence RAM transported by all modes. 
Following the mandatory UNMR security provisions for RAM categorization alone is a challenging 
task, as is following recommended security provisions as set forth in IAEA NSS-9, Rev.1. 



 

 
 
Figure 1. Determination of applicable radioactive material categorization and International 
Transport security provisions based on UN Model Regulations as applied via IMO, ICAO, 
IATA, ADR, ADN & RID, and NSS-9 Rev. 1 Recommendations (15 March 2020) 
 

 
 
Figure 2. Determination of applicable nuclear material categorization and International 
Transport security provisions based on the CPPNM and its amendment, NSS-13, and 26-G 
Recommendations (6 May 2020).



TRANSPORTATION SECURITY PLAN 

A typical TSP for NM and RAM shipment contains sections on scope, objectives, description of the 
shipment and material to be transported, administrative requirements, personnel qualifications, 
information management, transport security measures, and emergency response. Figure 3 shows 
three major topicsð6. Information Management; 7. Operational Transport Security / Physical 
Protection Measures; and 8. Emergency Response, each with associated subtopicsðthat are 
included in the TSP. The check boxes to the right of each TSP topic and subtopic show organizations 
(DOT, NRC, ICAO, IMO, IAEA) that give requirements or recommendations for RAM and NM. Notice 
that for NM, the IAEA INFCIRC recommends inclusion of all topics and subtopics in the TSP, 
whereas for NM, all organizations except NRC require or recommend inclusion of the 7b subtopic 
Operations Communication, Command and Control; Shipment Tracking in the TSP. Together with 
the material categorizations for RAM and NM in Fig. 1 and Fig. 2, preparation of a TSP with 
Required/Recommended security provisions is akin to preparation of Federal, State and local 
income tax, in that a web-based app (described in the next section) should greatly ease the burden, 
as would TurboTax when filing income taxes.   

 
 
Figure 3. Summary of organizationsô requirements and recommendations for topics to be 
included in the Transportation Security Plan (TSP) for shipment of radioactive material (RAM) 
and nuclear material (NM). 
 
WEB-BASED NUCLEAR MATERIAL TRANSPORTATION PLANNING TOOL (NM-TPT) 

A web-based app that automates the decision processes for categorization of RAM and NM, shown 
in Figs. 1 and 2, respectively, has been developed for use in Argonneôs transport security training 
classes. Use of the web-based NM-TPT begins with loading the app, identified by the Course ID 
NP711 as shown in the top panel of Fig. 4; moving downward, each panel provides information and 
guidance to the user and step-by-step instructions. The last panel at the bottom of Fig. 4 presents 
three choices: Decision Process, Supporting Documents, and Lecture Modules. 

 

 

 

  



 

 

 

 

 

 

 

 

Figure 4. Images from Nuclear Material Transportation Planning Tool (NM-TPT), a web-
based app for use in the transport security training course NP711. 

 

Clicking the Supporting Documents button shows a list of seventeen documents, A1 to A17 (Fig. 5), 
each of which can be downloaded as a pdf. For example, A1 contains the decision charts for 
determination of categorization of RAM and NM and International Transport security provisions that 
meet the regulatory requirements in Figs. 1 and 2, whereas A16 and A17 provide, respectively, 
Guide to Summary Tables of Security Provisions-International and Summary Tables of Security 
Provisions-International.



 

Figure 5. Supporting documents A1 through A17 

 

The Lecture Modules, when selected, will download the pdf slides used in the transport security 
training course NP711; they are maintained and updated each season so as to remain current. 
When the Decision Process button is selected, an electronic worksheet (Fig. 6) is provided for 
establishing the characteristics of materials to be transported. Completing the worksheet is 
recommended, as it facilitates answering future questions and serves as a basis for developing an 
automated draft TSP for shipment. 

 
 



 

 

 

 

 

Figure 6. Electronic worksheet for establishing the characteristics of materials to be 
transported. 

 
Figure 7 shows the subsequent flow path of the web-based NM-TPT, with additional decision points 
(No/Yes) highlighted in red. At the decision point ñChart complete. Press óDoneô to generate a PDF 
of security provisions, or TSP to continue on to create a Transport Security Plan,ò if TSP is chosen, 
the user is taken through eleven additional steps to ñTransport Security Plan complete. Press óDoneô 
to generate the resulting documentation.ò  



 

           

                             

                        

         

       

               

        

                                        

Figure 7. Subsequent flow path in web-based NM-TPT to generate a draft TSP for 
shipment after completing the electronic worksheet depicted in Fig. 6. 

 WEB-BASED GEOFENCING  
A secured server-based geofence app has been developed for the ARG-US TRAVELER that 
enables establishment of virtual geographic boundaries for vehicle shipments of RAM [2, 3]. An 
established geofence, defined by the ARG-US TRAVELERôs Global Positioning System via 
cellular or satellite communication, will trigger alarms automatically when a tracked vehicle en 
route with a shipment violates it, via either location or travel time. Advanced notification of 
shipment arrival and border crossing, and immediate notification to stakeholders when 
emergencies occur, are other key features enabled by the geofence app. The four basic building 
blocks in constructing a geofence for vehicle shipment are Zones, Legs, Route, and Trip. A Trip 
is arranged by stitching Zones together to form a Route, which provides an itinerary that specifies 
where a vehicle shipment should or should not be, relative to the amount of time that has passed 
since the start of the defined Route. Each Route must have one or more Legs. A Leg is a 
combination of single Zones, each of which is a geographic area of interest, and an activity 
window, which is the time period of interest. Each Leg is also marked as either Inclusive or


